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CONCEPTUALIZATION OF ATTENTIONAL PRIVACY

Abstract

In the twenty-first century, human attention has become the object of interest of
entrepreneurs, making it an object of supply. The development of technology related
to attracting the attention of recipients is becoming more and more aggravating and
increasingly important in the implementation of decision-making processes. Attention,
which has so far been of interest to the economy of attention, becomes the subject of a
legal analysis of the protection of an individual against unauthorized interference.

The subject of the article is to define what the privacy of attention is and why its
conceptualization is necessary for the proper protection of individual rights.
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INTRODUCTION

The universality of the classic definition of the right to privacy as “the right to
be left alone™" has allowed it to remain valid also in the reality of the information
society. However, its flexibility translates into a lack of precision. We intuitively
sense what actions may constitute a violation of privacy, but it is not easy for us
to determine its scope in detail.?

As Ruth Gavison points out, the definition of privacy must be consistent in
three different contexts. First, we need to have a neutral concept of privacy that
allows us to identify when the loss of privacy occurs so that discussions and
claims about privacy are understandable. Second, privacy must be consistent as
a value, because legal privacy claims are only compelling if the loss of privacy is
undesirable. Third, privacy must be a useful concept in a legal context. A concept
that allows us to identify those occasions where legal protection is called for,
as the law does not interfere with protection against every undesirable event.?
Hence, despite the difficulties in capturing the nature and limits of privacy, it is
important to conceptualize it. Some scholars develop unified theories of privacy
in the form of a unified conceptual core, others offer privacy classifications that
meaningfully recognize different types of privacy.* The American legal doctrine
introduced well over a hundred privacy subcategories, including “attentional pri-
vacy”.’ The concept of “attentional privacy” is signaled in the doctrine, but it has
not been discussed in detail.

The research goal of this article is to provide a definition of “attentional pri-
vacy”. The research methods used in the work are the dogmatic and legal methods
and the analysis of the evolution of the right to privacy.
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THE ECONOMY OF ATTENTION

The essence of the information society is the acquisition and use of informa-
tion® in social, cultural, economic, and political life.” An abundance of informa-
tion means a lack of something else: a scarcity of what information consumes,
namely the audience’s attention. Thus, the wealth of information creates a poverty
of attention and the need to allocate that attention efficiently among the abun-
dance of information sources that may consume it.> Attention becomes a scarce
resource for which enterprises compete. Michael Goldhaber defined the “atten-
tion economy” as a subfield of the “internet economy” focusing on the time-con-
suming dimension of information overload.” The goal is to expropriate attention
and commercially sell and exploit it."”

A dictionary" definition of “attention” describes it as a mental disposition
characterized by the concentration of thoughts or perceptions on some object,
fact, or mental experience, enabling its recognition. We deal with “voluntary
attention” when someone tries to notice something or focus on something; in
addition to such attention, there is involuntary attention, for which no effort is
required nor is it intended. Increasing interference in the space of the individual,
which absorbs his attention, is directly related to the development of technology.
Williams identified three forms of attentional faculties that are the target of the
“industrialized persuasion of the attention economy”:' the ability to direct aware-
ness and action towards tasks; greater opportunities to direct life from the point of
view of higher goals and values; and basic abilities — such as reflection, metacog-
nition, reason and intelligence. Attention is focused on mental engagement with
specific information. Information comes to our awareness, we deal with it, and
then we decide whether to act.” Thus, the main danger posed by information
abundance is not that one’s attention will be occupied or consumed by informa-
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tion, but rather that the person will lose control of their own attentional® and
decision-making processes.

Human attention, due to the fact that it is limited in supply, has become a
valuable resource for which media and technology companies compete with each
other in “attention markets”.!> The key to the process is profiling, which con-
sists in the use of personal data to evaluate certain personal factors, in particular,
to analyze or predict aspects regarding the performance of this natural person’s
work, economic situation, health, personal preferences, interests, credibility,
behavior, location or movement.'® Using this information, you get insight into the
user’s profile, which is a prediction of his behavior, including consumer behavior.
Then, the user’s attention is directed to the orientation of the architect’s preferred
choices, so as to induce him to specific actions (purchases, political choices). The
effect of such an action is the limitation of access to information, and thus the
limitation of decision-making privacy.

The mere fact of monitoring an individual and smothering them with selected
information can cause an invasion of privacy, even if no information is revealed
during this process. This type of surveillance is an invasion of privacy of atten-
tion due to bringing the user into involuntary, unwanted attention."”

ATTENTIONAL PRIVACY CONCEPT

Professor Alan Westin, in his 1966 publication Privacy and Freedom, noted

“deep concern about protecting privacy in the face of new pressures from sur-

veillance technology™.!® The intensive development of the Internet has led to the

transfer of most social and economic contacts to the Internet, thus facilitating
access to information. Technological advances are opening up the possibility of
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performing highly sophisticated surveillance and espionage in ways that the older
rules of the game may not be enough to keep in check.”

Privacy has traditionally been understood in an informational context, in
which an individual determines his own sphere of privacy and can decide what
information about himself or herself is shared with others.?’ However, as A. Kopff
points out, “personal good in the form of private life is everything that, due to
the justified separation of an individual from the general public, serves him to
develop his physical or mental personality and maintain the achieved social posi-
tion [...] each individual should be able to independently shape own personality
and destiny at will and to demand that this life should not be the subject of sensa-
tional interest by other people. Privacy is, therefore, an ontic, necessary dimen-
sion of man and thus an inalienable right of his personal nature”.?' Privacy in the
information context is, therefore, only one of the dimensions of the functioning of
privacy, which has so far enjoyed the greatest interest of researchers. The scope
of the right to privacy covers the individual-general relationship, in terms of the
individual’s control over information about himself, but also in the general-indi-
vidual context — that is, what information an individual receives in the context of
shaping his personality and fate (including attention).

The sources of “attentional privacy” should be sought in the concept of free-
dom of attention?? created on the basis of the judgment of the American Supreme
Court. The case concerned the privacy of individuals in public spaces in the form
of the right to be left alone from broadcasting on trams and buses distracting,
annoying radio tunes and advertisements that were regulated by the govern-
ment.” Currently, interference in the sphere of attention of an individual takes
place not only in public but also in private spaces through the use of personal
devices such as computers or telephones. Through physical access to space, in the
form of advertisements, news, etc., metaphorical access is obtained.>* The advent
of information and communication technologies has radically changed the bal-
ance between the availability of information and the human ability to process it.

Attentional privacy is the right to leave an individual’s attention free from
unwanted information and stimuli, such as emails, phone calls and advertise-

'S, Striimholm, Right of Privacy and Rights of The Personality a Comparative Survey;,
Working paper prepared for the Nordic Conferen.ee on privacy organized by the International
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ments. It protects solitude and seclusion by providing shielding from unwanted
contact, such as disturbing a person’s rest or interfering with a person through
disruptive or unwanted marketing practices.” The right to attentional privacy is
intended to protect the individual from attempts to undermine his autonomy by
taking away his attention by means of stimuli.?® In a positive aspect, the right to
privacy of attention allows an individual to freely shape their attention by choos-
ing such activities that suit them best, or to refrain from engaging in any activity.
The negative aspect of the right to privacy of attention will consist in the legal
obligation to refrain from interfering with the sphere of attention reserved for the
individual.

The preservation or disruption of the privacy of attention affects other areas
of privacy, including: information privacy, which is the ability to regulate the dis-
closure of sensitive or confidential information; physical privacy relating to being
able to define private space and setting boundaries*’” as well as decision-making
privacy regarding the ability to choose a particular course of action without inter-
ference or disruptions from others.*

CONCLUSIONS

Privacy of attention is of key importance in market processes,” because
access to the attention of an individual leads to sophisticated ways of promotion,
primarily the use of profiling, and thus violates decision-making privacy, espe-
cially in the field of purchasing decisions.*” In the attention economy, winning
means getting as many people as possible to spend as much time and attention
as possible on your product or service because in the attention economy, the rule
is that “the user is the product”. Hence, many authors indicate that instead of the
“age of information”, we should talk about the “age of attention”.’!
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Privacy protection is related to access control.> Currently, the protection of
the privacy of attention is only in the hands of network users, who can defend
themselves against unwanted interference in a limited way by using, for example,
the AdBlock extension. Modern technology makes sending messages less costly
by making bulk email easier, but also makes it easier to filter messages without
human intervention, which lowers the cost of dealing with unwanted messages.*
However, this protection is negligible and insufficient.

The close connection between the concept of private life and the evolution of
society, which has been the subject of the attention of sociologists or historians,
finds a logical extension in legal analysis since protection is determined taking
into account the “predictable attitude of the majority of people to this informa-
tion”.** Currently, no institutional framework has been created to strike the right
balance between the interests of information providers and users.?

Conceptualizing attentional privacy is essential to the legal assessment of
when it has been violated and when to invoke its legal protection. This protec-
tion is another challenge faced by the legislator who should protect the individual
from the violation of their rights in the online space. The experience gained so far
shows that the information environment generates problems and threats that are
different, more intensified than those occurring in the analog world. Therefore,
this situation requires other protection tools.
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